[SighatureServer SmartCard for SAP]

Directly from mySAP.c®-
optimize your business processes
with qualified digital signatures

Utimaco's SignatureServer SmartCard for SAP ensures the
legally-compliant and secure integration of busines S processes
in SAP © applications

In the era of inter-company and inter-regional business processes communications
partners demand integrity, confidentiality and compliance with the law.

To ensure sustainable company success there is a need for intelligent and cost-effective
solutions that can be seamlessly integrated into existing IT infrastructures.

The SignatureServer SmartCard for SAP  is the automatic central solution for the mass
generation of qualified digital signatures which can be fully integrated in all SAP
applications.

Applications such as electronic invoicing, the revision-proof archiving of documents and
data, and the securing of sensitive healthcare data and of applications in government
bodies and local authorities (taxes, justice, purchasing/procurement) can all be completely
automated and optimized using this new technology.

Using the Secure Store & Forward interface of the SAP Business-Connector (BC-SSF) with
the SignatureServer SmartCard for SAP  data and documents can be signed and
encrypted directly in mySAP.com® applications.

The scalability of the solution provides customers with significant investment protection. At
the same time the ease and speed with which the SignatureServer SmartCard for SAP
can be integrated in SAP applications gives users the very best means of optimizing their
work and saving both time and money.

Utimaco's SignatureServer SmartCard for SAP  provides legally-compliant qualified
signatures for all relevant business processes with the highest levels of security - directly
from SAP applications.

About Utimaco Safeware

Utimaco Safeware has been developing security software since 1983. Utimaco is currently one of
Europe's leading manufacturers of innovative and professional solutions for data security. Our
customers value the reliability, simplicity, and long-term investment security of Utimaco's security
solutions. The name Utimaco stands for recognized product quality, user-friendly software, excellent
technical support and products that effectively meet market requirements. For more information, visit
our website at www.utimaco.com.

The Benefits

The solution

generates mass qualified digital
signatures,

is easily integrated into existing
business processes,

provides a uniform, lean, company-
wide process,

leads to a drastic reduction in
process costs,

avoids media discontinuities to
business partners and customers,

reduces processing and running
times,

increases customer loyalty by
creating a uniform presence and
proof of expertise,

improves service quality for
business partners,

significantly reduces the burden on
resources, saving time and therefore
greatly increases productivity,

based on the SAP system's
standard interface - Business
Connector — Secure Store &
Forward (BC-SSF),

protects investment because of the
solution is highly scalable,

has received certification from SAP
as an integration module for
connection via BC.

Overview of central functions

Meets all legal requirements for
qualified digital signatures

The PIN used to activate the
smartcards can be entered using the
integrated operational controls of the
SignatureServer

The timeframe for which a smartcard
should be activated and the number
of signatures per smartcard can be
defined while entering the PIN

Admission of the signature
smartcards by the integrated card
readers

If the status is changed the
administrator will be informed by
SMS or email

Central, straightforward
administration from a central
location

Convenient and easy to use in your
familiar working environment



Description of services

Signs and verifies large data volumes

Uses the Secure Messaging procedure to create an encrypted
connection to the SignatureServer

Calculates a signature using a hash value or pre-defined data
and documents

Verifies a signature without having to communicate with the
SignatureServer

Validates a certificate using OCSP
Activates the smartcard after a valid PIN is entered

For each smartcard slot the SignatureServer provides (status)
information about the smartcard inserted in it

Supplies the certificate for a SignatureServer's smartcard
Central administration using the administration tool

Exports log data

Verification module available separately

Supports qualified signatures via TeleSec smartcards

Can be modified individually to meet the specific requirements

Administration

System Administrator
User management
Creating, managing and deleting users
Smartcard management
Smartcard status
Information about status changes given by e-mail or SMS

All of the system administrator's administration tasks are performed
using a command line tool.

Smartcard owner
Locking and activating of smartcards

All the smartcard owner's administration tasks are performed using
the integrated operational controls.

Hardware

19" black box

Ethernet interface

Smartcard slots, scalable from 2 to 10 smartcards
Interfaces

1 x USB, at the front

1 x PS2 / Y-Adapter, behind

Network connection (RJ45), behind

Monitor connection, behind
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Software

SignatureServer for SAP
Windows

Remote Administration via
Administrations tools

Complementary Utimaco products

CryptoTimeStamp
CryptoServer LAN
SafeGuard Sign&Crypt4SAP

Communication between application and
SignatureServer

TCP/IP

Supported formats

PKCS#7
Integration in additional formats is implemented by the application.

API interfaces for integration

SSF (Secure Store & Forward)

The C interface is integrated in the application in the form of a
library.

Certification

Certified for SAP NetWeaver

Available in these languages

German

Contact

Utimaco Safeware AG
Germanusstralle 4

52080 Aachen

Fed. Republic of Germany
Phone  +49 (241) 1696-200
Fax +49 (241) 1696-199
e-invoice.de@utimaco.de
www.utimaco.com

Additional information about the SignatureServer SmartCard for SAP:

www.utimaco.de/e-Invoice
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